
It’s business. But it’s personal.
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Trust, Taxpayer Rights, and the lack thereof.
Report from the AEOI trenches 



Overview

1.   Sheer scale of bulk AEOI [and BO-Rs]
2. Focus on the Transfer
3. Focus on the Recipients
4. Focus on the Taxpayer



Sheer Scale
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Focus on the transfer
Focus on the recipients
Focus on the account holder
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# 1 - Hacking
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# 1 - Hacking
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# 1 - Hacking
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# 1 - Hacking

Source: here

https://legacy.www.documentcloud.org/documents/25472740-letter-to-chairman-brown-and-ranking-member-scott/
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# 1 - Hacking

Source: here

https://www.imf.org/en/Publications/GFSR/Issues/2024/04/16/global-financial-stability-report-april-2024


mishcon.com © Mishcon de Reya 2022

# 1 - Hacking

Source: here

https://www.youtube.com/watch?app=desktop&v=g2gsFFwaikM
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# 1 - Hacking

Source: here

https://www.cyberdaily.au/commercial/9366-australian-tax-office-reveals-more-than-550-million-lost-to-online-fraud
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# 1 - Hacking
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# 2 - Vulnerability
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# 2 - Vulnerability
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# 2 - Vulnerability
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# 3 – Worse?



mishcon.com © Mishcon de Reya 2022

# 3 – Worse?

Source: here

(…)

https://ec.europa.eu/newsroom/article29/redirection/document/42942
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Source: here

# 2 - Vulnerability

https://www.unisys.com/our-clients/oecd/#:~:text=Unisys%20implemented%20a%20common%20transmission,CTS%2024%20hours%2F7%20days.
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Source: here

# 2 - Vulnerability

https://www.unisys.com/our-clients/oecd/#:~:text=Unisys%20implemented%20a%20common%20transmission,CTS%2024%20hours%2F7%20days.
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Source: here

https://gdpr-info.eu/art-5-gdpr/
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Source: here

https://www.oecd.org/en/about/legal/privileges-and-immunities-agreements.html
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Focus on the transfer
Focus on the recipients
Focus on the account holder
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Albania, Anguilla, Andorra, Antigua and Barbuda, 
Argentina, Aruba, Australia, Austria, Azerbaijan, Bahamas, 
Bahrain, Barbados, Belgium, Belize, Bermuda, Brazil, 
British Virgin Islands, Brunei, Bulgaria, Canada, Cayman 
Islands, Chile, China, Colombia, Cook Islands, Costa Rica, 
Croatia, Curacao, Cyprus, Czech Republic, Denmark, 
Dominica, Ecuador, Estonia, Faroe Islands, Finland, France, 
Georgia, Germany, Gibraltar, Ghana, Greece, Greenland, 
Grenada, Guernsey, Hong Kong (China), Hungary, Iceland, 
India, Indonesia, Ireland, Isle of Man, Israel, Italy, Japan, 
Jersey, Jordan, Kazakhstan, Korea, Kuwait, Latvia, 
Lebanon, Liechtenstein, Lithuania, Luxembourg, Macau 
(China), Malaysia, Maldives, Malta, Marshall Islands, 
Mexico, Mauritius, Monaco, Montenegro, Montserrat, 
Nauru, Netherlands, New Zealand, Nigeria, Niue, Norway, 
Oman, Panama, Pakistan, Peru, Poland, Portugal, Qatar, 
Romania, Russia (since suspended by many jurisdictions) 
San Marino, Saint Kitts and Nevis, Saint Lucia, Saint 
Vincent and the Grenadines, Samoa, Saudi Arabia, 
Seychelles, Singapore, Sint Maarten, Slovak Republic, 
Slovenia, South Africa, Spain, Sweden, Switzerland, 
Trinidad and Tobago, Thailand, Turkey, Turks and Caicos 
Islands, United Arab Emirates, United Kingdom, Uruguay, 
Vanuatu 

Source: here Source: here

https://old.firs.gov.ng/wp-content/uploads/2020/10/OECD-Presentation-Nigeria-AEOI-Webinar-FIs-obligations-under-CRS-80-90-mins.pdf
https://www.transparency.org/en/cpi/2024
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Source: here

https://www.rusi.org/explore-our-research/projects/charting-authoritarian-abuses-fatf-standards
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Source: here

https://www.ftm.eu/articles/countries-abuse-anti-money-laundering-rules
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Source: here

Safeguarding human rights in the context of AEOI

Extension of AEOI to new countries [will be permitted] only with the prior 

consent of Parliament and if compliance with data security, data protection 

and human rights is guaranteed; five-yearly audits of all countries; stronger 

control mechanisms to ensure compliance with OECD due diligence 

obligations, in particular to prevent the misuse of sensitive data in 

autocratically governed countries against dissidents; [an] increase in staffing 

of audit teams; operation of the necessary IT infrastructure only by 

companies with a duty of care; [and] notification of victims of AEOI data 

theft."

Parliamentary Motion

https://dserver.bundestag.de/btd/19/182/1918232.pdf
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Source: here

https://dserver.bundestag.de/btd/19/182/1918232.pdf
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Source: here

https://dserver.bundestag.de/btd/19/182/1918232.pdf
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Source: here

https://dserver.bundestag.de/btd/19/182/1918232.pdf


The FOIA battle over documents
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Source: here

https://www.mishcon.com/download/aeoi-and-gdpr-access-to-internal-eu-documents
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Source: here

https://www.mishcon.com/download/31-jan-2025-letter-to-edpb-on-eus-culture-of-secrecy
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Focus on the transfer
Focus on the recipients
Focus on the account holder
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filippo.noseda@mishcon.com

+44 203 321 7980

Staying in touch:

2023
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