
1 

 

PANEL 3: TRUST IN THE AGE OF DIGITAL TAX ADMINISTRATION 

Panellist: Dr Adrian Sawyer, Professor of Taxation, University of Canterbury, New Zealand 

Email: adrian.sawyer@canterbury.ac.nz 

PROVIDING CONFIDENTIAL TAX INFORMATION TO SOCIAL MEDIA PLATFORMS 

THROUGH ‘DATA HASHING: A NEW ZEALAND EXPERIMENT ERODING THE 

PUBLIC’S TRUST 

This presentation is based on a paper presented at the 16th International Tax Administration 

Conference held in Sydney in April 2025.1  The long abstract to the conference paper is set out below, 

providing a synopsis of the scope of the conference paper (footnotes removed): 

Globally taxpayers’ rights are facing challenges in an increasingly digitalised environment.  

New Zealand is no exception with the new approach of the Inland Revenue Department (IRD) 

following the ‘successful’ implementation of the Business Transformation (BT) process.  The 

use of digital platforms is the IRD’s preferred approach to engage with taxpayers and tax 

practitioners.  The most recent 9th International Conference on Taxpayers’ Rights’ theme was 

Toward a Digital Taxpayer Bill of Rights.  This Conference acknowledged that taxpayers’ rights 

are lagging behind the technological advances, thereby necessitating research to determine how 

taxpayers’ rights need to evolve to provide sufficient protection.  New Zealand’s limited 

protections for taxpayers’ rights has been revealed in prior research, with no clear evidence of 

an improvement to embrace the new digital environment.   

Specifically, these limited rights for taxpayers have been further eroded through various IRD 

initiatives, such as the release of confidential taxpayer information to social media platforms 

through the use of ‘hashing’.  Essentially hashing is the process of transforming a key or string 

of characters into another value through use of a one-way algorithm (that is, one that ‘cannot’ 

 
1  Alistair Hodson and Adrian Sawyer, “Making a hash of it – Inland Revenue’s new (and deceased) data 

sharing policy further erodes taxpayers’ rights”, Paper presented at the 16th International ATAX Tax 

Administration Conference, Sydney( 8-9 April 2025).  This paper is currently being updated ahead of 

submission to a journal. 
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be reversed).  The IRD has used hashing for communications regarding student loan 

obligations, income tax and GST debts, and for various policy and administration updates.  

Unsurprisingly, the IRD has been criticised for displaying naivety over the security of hashing 

and the appropriateness of using social media platforms.  While initially defending its actions, 

the IRD has conceded that it is reviewing its approach, and recently ceased use of such 

practices.  Specifically the IRD has advised that it: 

“[W]ill reconsider this decision after the findings of an internal review (undertaken by 

our Chief Information Security Office (CISO), which will include reviewing the use of 

hashing to ensure it is safe to use and security of the platforms), and the review of the 

Office of the Privacy Commissioner.”  

The outcome of these reviews point to the serious nature of the hashing, including a number of 

clear breaches of taxpayer confidentiality.  A public apology from the Commissioner has been 

offered.  After setting out the importance of integrity to a well-functioning tax system, the paper 

provides a more comprehensive review of how taxpayers’ rights in New Zealand are being 

eroded in the digital environment, exacerbated by the use of hashing, and sets out the actions 

that the authors believe are needed to provide greater protection for taxpayers’ through 

enhancing their rights and restoring lost trust in the integrity of the New Zealand tax system.   

The paper forming the basis for the Panel 3 presentation builds upon the conference paper through 

exploring how the failure to recognise the confidentiality of taxpayer information provided to these 

platforms, along with the apparent naivety of Inland Revenue and its Minister, has eroded taxpayers’ 

rights.  It also illustrates how this experiment further undermined the wider public’s trust in Inland 

Revenue (and the tax system generally) in this digital age.  The paper will also highlight the lack of 

available remedies for taxpayers to take action again Inland Revenue for the misuse of their 

confidential information, and contemplate why Inland Revenue does not appear to be taking any 

action against those senior members that authorised and managed the data hashing project. 

 


