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I. The problem : Data collection enters a new era

Who control? Which use?

Dependency
Localization
Collection

New risks New doubts
data/collection use/Rule of law

Taxpayers
data

/N

Economic and strategic
Information/wealth

Digital
identification/identity

Protection of markets/ tax bases Protection of fundamental rights
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A balance to be found between:
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Tax audits

New tools

Data mining & machine
learning

Development
Automated data
processing (since 2014)

Extension

to different types of
fraud (since 2017)
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Taxpayer
rights

Council of Europe

Convention 108 (1981)
Convention 108+ (2018)

EU Law

Directive 2016/680
Reg. 2016/679 (GDPR)
EU Charter

Domestic Law

Constitution (DHCR)
Data protection Laws |
(1978) & 11 (2018) + Codes
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Il. Experimentation in 2020

What ? For 3 years, for tax and customs administrations, to detect fraud through the
collection and processing of data made published on online platforms

Why ? Strengthen the tax authorities' technical resources to identify fraudsters more
effectively

How ?

- Collect and use of data: without facial recognition, the processing is freely accessible on
the websites of online platform operators (marketplaces and social networks) and clearly
made public by their users

- Specific breaches and offences are covered: Failure or delay on reporting and insufficient
reporting (tax domicile and criminal penalties; Customs offences of 1st and 2"d degrees)

- Guarantees: destruction of “sensitive” data, retention of “strictly necessary” data,
limitation of subcontracting, authorized agents, enforceability only within a tax audit and
right of access. Only the right to object is limited.
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e Occult activities (1) & tax domicile rules (2) :
identify indicators that are not personal data

e Custom offences (3) : model the detection of
fraudulent activities by collecting personal data

Phase 1
Learning &
design

e For (1) and (2): Collection to record in
computer table; Transfer towards automated
processing; indication of offence?

P h a Se 2 e For (3): Collection of targeted contents; 2
. . categories of personal data collected
Exploitation

(identification data and activity data); Transfer
towards automated processing to determine or
confirm an indication
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lll. Counter-attack in 2024

v What is the outcome ?

- Many warnings from the French data protection authority (CNIL), the Constitutional Council
and the parliament

- A "disarmed” system for the tax authorities: No alias or accounts specifically used for this
purpose , No password or registration on the site in question, No use on a personal page
comments/interactions with third parties BUT possible to create an account to be used via
an Application Programming Interface (APl) provided by platform operators.

v" Finance Act for 2024 extended the prerogatives of the tax authorities by allowing them to
collect data under a pseudonym and by creating a password (New article L 10-0 AD of the
Book of Tax Procedures)

- Limitation of the action of tax officials specifically authorized
- Difference between active and passive investigations
- Creation of a new offence of making available instruments for “facilitating tax fraud”
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v Cour de cassation, commercial chamber, 1st June 2023

France Luxembourg

Jud Authorization . ) Activity FHF
Heee for searches ~ [SENCUIECRN International

Lux Company: in breach of their obligations to provide transparency and information to
taxpayers, as collection information and data from searches on databases or publicly accessible

sources was not compliant with GDPR

Tax Administration: a company's data did not fall within the scope of the GDPR, as Article 14 of
the regulation does not cover the processing of personal data relating to legal persons, and in

particular companies with legal personality

Supreme court : the processing of personal data implemented by the tax authorities in
this context falls within the material scope of the GDPR and the tax authorities are not

obliged to provide the data subject with the information provided if it falls within the
scope of exceptions (Article 48(5) of the 1978 Act or the limitations of Art. 23 GDPR
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IV. More questions than answers...

1. Are natural and legal persons protected in the same way when data is collected and
processed?

2. Are the data of European taxpayers better protected than that of non-European
taxpayers?

3. Are these two categories of personal data (identification data and activity data)
protected in the same way?

4. Should different categories of data be protected in the same way ?

5. Does the qualification as an indicator avoid the qualification of personal data? Can't
some indicators be considered as personal data?
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