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Setting the Stage: Identity as the Great Enabler

Providing a foundation for digital
transactions and online experiences that are:

* Secure

* Easy to Use

* More Convenient
* Protect Privacy



IRS Case Study - 2013
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https://www.nist.gov/blogs/cybersecurity-insights/three-hundred-million-reasons-federate-identity-irs-case-study
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Setting the stage — What do we mean by "Identity?”

Identity Proofing Authentication

* Relevant at account opening — determining: * Relevant after an account has been created —
and someone is logging back in — determining:

— Are you the same person who was previously
issued a credential?

— aka “the password problem”

— Does a Jane Smith really exist?

— Of 37,000 Jane Smiths in the US, which of
them are you?

— Are you really a particular Jane Smith?

Let me back in!




The challenge

NIST

National Institute of
Standards and Technology

“Digital identity presents a technical challenge because this
process often involves proofing individuals over an open
network, and always involves the authentication of individual
subjects over an open network...”

“The processes and technologies to establish and use digital
identities offer multiple opportunities for impersonation and
other attacks.”

- National Institute of Standards and Technology (NIST)




Why has this been so hard to solve?

* The “identity gap” — the U.S. has many nationally recognized,
authoritative identity systems

 All are trapped in the paper world
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This was an attempt to get around the

“identity gap”

WHICH

...ofi the following 4 banks
gave you a loan in 2013?

Industry needed
something to
enable trusted
digital commerce —
this was the best
solution out there



It worked for a while

* But today, attackers have caught
up

e “Out of wallet” questions are
not as secret as they used to be
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Massive IRS data
oreach much bigger
than first thought

FEB 29, 2016 7:00 AM EST CBS THIS MORNING

Security

The compromise of 100,000
taxpayer accounts through the Get
Transcript application on the IRS
website were not random hacks,
but the exploits of an already-
publicized vulnerability -- known to
security experts since at least
March.

And, in order to gain access,
hackers already had a good deal of

information on the affected

Hackers already had

\the keys

IRS breach highlights weakness of N
‘knowledge-based’ security
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This was an attempt to get around the

“identity gap”

Ehe New York Eimes

LR.S. Will Allow Taxpayers to Forgo
Facial Recognition Amid Blowback

The agency, dealing with controversy over its decision to use
facial recognition software, said it would allow taxpayers to
authenticate their accounts with a live, virtual interview.
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The L.R.S. had hoped the new technology would provide more security of taxpayer
information, but it reversed course after bipartisan opposition. Stefani Reynolds for The
New York Times

IRS needed
something to
enable trusted
digital commerce —
this was the best
solution out there



While there are pockets of activity...no efforts to coordinate
digital identity activities across the US government

Impacts:
— No vision of what “good” looks like — or a plan to try to get us there

— We have no systems to address some use cases — or rely on inefficient legacy
tools

— We build duplicative systems to address other use cases
— No strategy to look at cross-cutting, multi-sectoral challenges

— Every time we need something to solve an identity challenge — the focus is on
building a one-off system, rather than leverage common digital identity
infrastructure



Here’s what this means

Apply for a credit card

online?

*SSA will validate whether
Name/DOB/SSN match

*No other agency validates
identity data for banks

(outside of some DMVs) Need to apply for a

government benefit?
eDuplicate (more or less)

what you went through at
the DMV - but this time,

\ | i online! (Login.gov

'"""l AL . oSSA or(1’t gal'jate) data
Need to drive or get a eVl

T
X sene state ID?
eStand in line at the DMV to
prove who you are

eGet a plastic card

Going through a TSA
checkpoint?

*You can now use a mobile
driver’s license (mDL) at
several airports, but you
can’t (yet) use that mDL for

Need to prove you’re any other use case on this
slide
18 for Instagram or
porn?
*New Senate bill calls for
Commerce Department to

create a new system just to

support online age
verification
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